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Accessing Epic EHR-Classroom & Epic

Complete Health Insurance Portability & Accountability Act (HIPAA) training

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 legislates data privacy and
security for patient information. It is an important component of our patient trust and relationships
and training is REQUIRED before you can receive your clinical username/password, work with
patients, or view their personal health information.

The Office of Student Affairs (OSA) has sent you information on how to log in and complete the
annual regulatory training, which includes the HIPAA training. Once you have completed the
annual regulatory training, you will receive your clinical username and initial password. We
strongly encourage you to complete the training at least a week before classes begin. It should take
you approximately 30-45 minutes to go through all modules and exams.

Install FollowMe Desktop (FMD) and RSA SecurlD Authenticate (RSA)

To access the Clinical Information System (IS) network, you must download and install FollowMe
Desktop (FMD) and the RSA SecurlD Authenticate (RSA) application. FMD must be installed on
your computer/laptop and RSA must be installed on your mobile phone. See detailed instructions
outlined later in this document. Your Clinical IS login credentials are provided in your student
introduction letter.

Complete Epic Training and Attest

Once logged into the Clinical IS network you must first complete the Epic training and attest before
you can access Epic EHR-Classroom (EHR-C) and or Epic (production).

1. Open FMD and authenticate via RSA.
Double click on the on your FMD desktop, and then enter your username
and password.

3. Complete the Epic training modules here. Follow the on-screen instructions.

4. After completing the Epic training modules, take the EUPA to attest before the deadline.

After you have completed the attestation the Epic training block is removed from your Clinical IS
account and you can access EHR-C and Epic.
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Access Epic EHR-Classroom (EHR-C) or Epic (production)
To access EHR-C or Epic follow the steps below.

1. Open FMD and authenticate via RSA.

2. To access EHR-C, double click on the AEMR icon on your FMD and enter your
username and password.

3. To access Epic, double click on the PRD Hyperspace icon on your FMD and enter your
username and password.

Getting Help

While the Clinical System (UMMH) and UMass Chan are close partners please note that they have
separate help desks with different responsibilities and access.

For EHR-C or Epic login issues, remote access issues (FMD or RSA), or Epic functionality
questions, please contact the Clinical IS Support Center at (508) 334-8800.

Password Reset: Call Clinical IS Support Center at (508) 334-8800, select option #1.
e You will need to provide the Clinical IS Support Center with your personal PIN which is the
last four digits of your UMass Chan student ID.
e For security purposes, Clinical IS requires that you change your password annually.

Epic Support: Call Clinical IS Support Center at (508) 334-8800, select option #2.

You may also enter a support ticket online via the UMMH |S Self Service. You will need to enter your
Clinical user username and password to gain access to the portal.

Forgotten PIN Verification: Call UMass Chan IT Helpdesk at (508) 856-8643.

If you forget your PIN, the Clinical IS Support Center will need UMass Chan to verify as a student.
Contact the UMass Chan IT Helpdesk and ask them to verify you with Clinical IS Support Center.

Account Reactivation or New Account Request: Call UMass Chan IT Helpdesk at (508) 856-
8643.

If you have not accessed your Clinical IS account for a period and it has been deactivated or
removed from the system, please contact the UMass Chan IT Helpdesk. A UMass Chan
representative with access to the Clinical IS system will need to submit an account reactivation or
new account request on your behalf.

e Class of 2020 or before: You need to access your Clinical IS account at least every 90
days otherwise, it will be deactivated. After an additional 90 days it will be removed from the
system/deleted and you will need a new Clinical IS account.

e Class of 2021 or later: You need to access your Clinical IS account at least once a year,

otherwise, it will be deactivated. After an additional 90 days it will be removed from the
system/deleted and you will need a new Clinical IS account.
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UMassMemorial FollowMe DESktOp (FMD)
Information Services Remote Access Instructions

This document provides instructions for accessing FollowMe Desktop (FMD) remotely from different devices
(e.g. Microsoft Windows Computers, Apple iOS smartphones and tablets, Android smartphones and tablets
and MacOS Computers). If you have any questions about accessing FMD remotely, please contact the IS
Support Center at 508-334-4880 or ext. 48800.

Please Note: UMass Memorial is not able to provide support for a personal (non-UMass Memorial owned)
computer or device.

Section Quick Links

For Microsoft Windows Computers

For Apple iOS Smartphones and Tablets
For Android Smartphones and Tablets
For MacOS computers

Microsoft Windows Computers

If you are using a UMass Memorial-owned computer, please skip to Step 8- in the “Connecting to
FollowMe Desktop using Horizon View” section.

If you are using a personal computer (a non-UMass Memorial owned computer), please follow the steps
below.

1. Copyand paste the following URLintoyourinternetbrowser: https://www.vmware.com/go/viewclients

2. Findthe correct Operating System foryourcomputerandthenclick the link “Go to Downloads” to the
right

Download VMware Horizon Clients

Product Resources

40 ~
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3. Onceyou have verified the correct Operating System, click “Download”.

Product Resources

Download VMware Horizon Client for
Windows

[ZESTELEWISNEE  Drvers & Tools  OpenSource  Custom 1SOs

4. Theinstallershould begin downloadingand once it has completed,you may receive the following
warningvalidating that you dowant toinstall the application. Please click “Run”.

Do you want to run or save VMware-Horizon-Client-x86_64-4.1.0-3977225.exe (34.0 MB) from download3.vmware.com?
Run Save v Cancel

& This type of file could harm your computer.

5. Choose “Typical” under “Choose the type of installation”. Then, click “l Agree & Install”.

] =) ® ||

jﬁl VMware Horizon Client Setup
Install VMware Horizon Client

Choose your product settings...

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE

INSTALLATION OF THE SOFTWARE.

Choose the type of installation

@ Typical (below are the current settings)
- Internet Protocol: IPv4
- FIPS Cryptography: Not available on this machine
- Incduded Features: USB, Log in as current user

(") Customize

I Agree & Install ]

6. Astheinstallruns,youwill see the following screen.

I

Time remaining: 1 seconds
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7. Oncetheinstall hascompleted, click “Yes” to restart your computer.

@ VMware Horizon Client Setup 23

W' changes made to VMware Horizon Client to take effect.
= Click Yes to restart now or No if you plan to manually
restart later.

'0' You must restart your system for the configuration

Connecting to FollowMe Desktop using Horizon View

8. Clickon the Start or Windows button on the bottom left of your screen.

9. Clickon “All Programs” then scroll tothe VMWare folder. Clickonthe foldertoopenit Then, click on
the “VMware Horizon Client”.

10. Ifa serverisnotlisted, you will need toadd it. Click “New Server” and type the following:
view.umassmemorial.org

i. Ifaserverislisted, checkthatitis “view.umassmemorial.org” andifitisn’tthenyou will needto
add itas noted above. The server name will be displayed on this screen.

74 VMware Horizon Client | &= = = ||

+ New Server h = -

Add Server

11. Enter your UMass Memorial network username and password. Make sure UMASSMEMEMORIAL is
enteredinthe “Domain”field. Click “Login”. Atthis pointyou, you should automatically connectto
FollowMe Desktop.

——
=4 Login (<] [ B 3]
vmware Horizon
Server: fb https: f/view.umassmemorial.org
User name:
Password: |
Domain: [UMASSMEMORIAL v
[ Login ] [ Cancel ]

12. Afterloggingin, you will be provided icons depending on what you have accessto. Select “FollowMe
Desktop” to connectto the Clinical desktop.
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Apple iOS Smartphones and Tablets

1. OnyouriOSsmartphone or tablet, openthe AppStore and search for “VMware Horizon Client”. Once you have

located the application, install it.
VMware Horizon
ﬂ Client
ViMware, Inc.

2. Oncethe application hasinstalled, gotoyour applicationsand open “Horizon”.

3. Oncetheapplication haslaunched, select the Serverstab and “New”.
iPad ¥ 10:32 AM 4 67% M ¢+

Servers New

4. Enterview.umassmemorial.orginthe “Server Address” field. Then, click “Add Server”.

vmware Horizon

5. Enter your UMass Memorial network username and password. Make sure UMASSMEMORIAL isenteredinthe

“Domain”field. Click “Login”.

vmware Horizon

Cancel

‘@ https://view.umassmemorial.org (@)

Domain UMASSMEMORIAL

6. Afterloggingin,youwill be providedicons dependingonwhatyou have accessto. Select “FollowMe Desktop
to connectto the Clinical desktop.
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Android Smartphone and Tablets

1. OnyourAndroid smartphone ortablet, open the Play Store and
search for “VMware Horizon Client”. Once you have located the
application, install it.

2. Oncetheapplicationhasinstalled, gotoyour applicationsand open
“VMware Horizon Client”.

3. Oncetheapplicationhaslaunched forthe firsttime, it will prompt
to add a servername.

4. Enterview.umassmemorial.orginthe “Server Name or Address”
field. Then, click “Connect”. No descriptionis necessary.
(referto top screen capture on the right)

5. EnteryourUMass Memorial username on the firstline and your
password onthe secondline. Then, click “Connect”.
(referto bottom screen capture on theright)

6. Afterloggingin,youwill be providedicons dependingonwhatyou

have access to, select FollowMe Desktop to connecttothe Clinical
desktop.

FollowMe Desktop —Remote Access Instructions
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VMware Horizon

IServer Name or Address

Server Description (optional)

@ VMware Horizon

]

Enter your username and password.

UMASSMEMORIAL =

Connect

PColp




Mac OS Computers

1. Copyand paste the following URLinto yourinternet browser: https://www.vmware.com/go/viewclients

2. You will see alist of available downloads. Click “Goto Downloads” to the right of “VMWare Horizon Client for
Mac”.

Product Downloads Drivers & Tools Open Source Custom ISOs

Product Release Date

v VMware Horizon Client for Windows
VMware Horizon Client for 32-bit Windows 2014-06-19 Go to Downloads
VMware Horizon Client for 64-bit Windows 20140619 Go to Downloads
v VMware Horizon View Client for Windows with Local Mede Option
VMware Horizon View Client for 32-bit Windows with Local Mode Option 2014-0619 Go to Downloads
VMware Horizon View Client for 64-bit with Local Mode Option 2014-06419 Go to Downloads
v VMware Horizon Client for Mac

VMware Horizon Client for Mac 2014-06-19 Go to Downloads

3. Click “Download”

Prosdiuct Downdioads Drivers & Tools Open Sounce Custom 505 L7}

The WMware Hadzon Clent for bas
I m
Fil typeis: Mac diskl image

Read WMo

ST it MDD i e SR chackuama

4. Whenthe downloadiscomplete, you will see the .DMG application launcherinyourdownload folder. Double
clickthaticonto opentheinstaller.

5. Readthe license agreementand click Agree to continue.

- VIVIWEI €= TIUHZUN LIS 9.9.U= 4090/ Z0.Ullly

English o]

IMPORTANT - Read this VMWARE END USER LICENSE AGREEMENT
License Agreement carefully
before clicking on the

o ::,‘:;E"bfx :r:‘°yki’:‘9 PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
. AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,

TTSe 0 oe Y oyt REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
peltodialis INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL
ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
LICENSE AGREEMENT (“EULA"). IF YOU DO NOT AGREE TO THE
TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR
USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE
UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU
ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST A REFUND
OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE
SOFTWARE.

Print Save... Disagree Agree

6. Clickonthe VMware Horizon Clienticonanddrag it onto the Applicationsicon.
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o0 e "1 yMware Horizon Client

vmware Horizon Client

VMware Horizon Client Applications

7. From the Finder Applications menu, double-click the “VMware Horizon Client” icon. You might be prompted to
confirmthat you wanted to openthis app, please click “Open” if so (depends on version of MacOS).

Apgpla atinea
a o ¢
e *
8. Click“AddServer”.
eoo VMware Horizon View Client
L+
Add Server

9. Enterview.umassmemorial.orginthe field underenterthe name of the Connection Server. Then, click

“Connect”.

VMware Horizon Client

vmware Horizon

Enter the name of the Connection Server.

view.umassmemorial.ord

Always connect at launch

Cancel Connect

10. Enter your UMass Memorial network username and password. Make sure UMASSMEMORIALis enteredinthe

4

“Domain”field. Click “Login”.

®) Login 7 =] B ?@

vmware Horizon

Server: [‘b https: //view.umassmemorial.org
User name: dubeb
Password: sssccseee

11. Afterloggingin, youwill be providedicons depending on whatyou have access to, select FollowMe Desktop to
connectto the Clinical desktop.
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UMass Memorial Health JOB AID

Information Services

INSTALLING AND ACTIVATING RSA SECURID® AUTHENTICATE

This Job Aid provides instructions on enrolling an iPhone or Android smartphone in RSA. RSA
provides an additional authentication method (an 8-digit code) that must be entered when
working remotely, off-site, or on a non-UMass Memorial network. It will soon be needed for
0365 and mobile email access for UMass Memorial and Community Health Link users.

1. Download the RSA SecurlD Authenticate app on iOS or Android
If you do not own a smartphone, please contact the IS Support Center at 508-334-8800 for alternative

authentication methods.
[4<YAW RSA SecurlD Authenticate
¢
-

2. Access the following website from a computer located at a UMass Memorial or Community Health Link

campus/location. You are not able to complete this action from a non-UMass Memorial or non-Community
Health Link network.

https://umassmemorial-dev.auth.securid.com/mypage/#/login

NOTE: If you experience problems utilizing this link in Internet Explorer, copy and paste the
link into Google Chrome.

3. Enter your UMass Memorial email address and click “Next”.

NOTE: Community Health Link users, do NOT user your UMass Memorial email address, instead
enter the email address in the following format: username@communityhealthlink.org
(Example: jsmith@communityhealthlink.org)

R SA SECURID" ACCESS

Email Address
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UMass Memorial Health
Information Services INSTALLING AND ACTIVATING RSA SECURID® AUTHENTICATE

4. Enter your UMass Memorial or Community Health Link network password and click “Submit”.

Enter Password

Cancel

5. The browser will ask for permission to access your location. Click “OK” at the “Accessing your Location” screen.
Then, click “Allow Once” at the next popup.

Accessing Your Location

RSA SecurlD Access uses your location to determine which
applications you can use and how you authenticate.

Allow ance Options for this site =

umassmemorial-devauthsecurid.com wants to track your physical location.

6. Click “Remember this Browser”, and then “Continue”.

@

Hi, MaryEllen

Remember This Browser
Select the checkbox, so that RSA SecurlD Access remembers
this brawser to simplify future authentication. Do not check the

box if you are using a public computer

[ Remember this browser

Continue




v JoB AID

UMass Memorial Health
Information Services INSTALLING AND ACTIVATING RSA SECURID® AUTHENTICATE

7. Click “Get Started” to begin registering the app on your smartphone.

Welcome, MaryEllen

[ENY  RSA SecurlD Authenticate Registered Device
[ ]

-

Gat Started

8. Open the RSA SecurlD Authenticate app on your smartphone. You will be prompted to scan a QR code. Tap
“Scan QR Code” and aim your device’s camera at the QR code displayed in your browser (scanning the QR
code in the example below will not work).

1:33 o LTE

Welcome

To register, select one of the options. E BT atash

.

or

Enter Details
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UMass Memorial Health
Information Services INSTALLING AND ACTIVATING RSA SECURID® AUTHENTICATE

9. After scanning the QR code, registration will be complete.

E Registration

v’

Successful registration. You can now use the app
to authenticate to applications.




