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I. PURPOSE AND POLICY STATEMENT:
	The purpose of this document is to provide direction for members of the UMass Memorial Medical Center (UMMMC) workforce regarding disclosures of protected health information for research purposes.  All members of the UMMMC workforce are required to follow this policy to ensure that proper documentation and approvals are in place before the disclosure can occur.  Anyone found in violation of this policy will be subject to disciplinary action up to and including termination.


II. SCOPE:

	This policy applies to all members of the UMass Memorial Medical Center workforce who have access to protected health information and are involved in either Office of Research or IRB-approved research.


III. RESPONSIBILITY:

	Members of the UMass Memorial Medical Center workforce who have access to protected health information are responsible for compliance with this policy.


IV. DEFINITIONS:

	Authorized representative – a health care agent, guardian or authorized next-of-kin.  A health care agent is an adult to whom authority to make health care decisions has been delegated under a health care proxy in accordance with M.G. L. c. 201D.  A guardian is an individual appointed by a court to make decisions on behalf of an incompetent person.  In the absence of a health care agent or guardian, the statutorily established order of next-of-kin is as follows: spouse, children of legal age, parent(s), sibling(s) of legal age, grandparent(s) and aunt/uncle/first cousin of legal age. 
Data Use Agreement – A document that provides assurance that the limited data set recipient will only use or disclose the protected health information for purposes defined in the agreement, will use appropriate safeguards to prevent unauthorized use or disclosure, will report any unauthorized use or disclosure to the medical center, will ensure subcontractors agree to same restrictions and conditions, and will not identify or contact the individuals.
De-Identified – health care information that is stripped of all identifying information and unique characteristics or codes including: name; address, including street address, city, county, zip code, or equivalent geocodes; names of relatives and employers; birth date; telephone and fax numbers; e-mail addresses; social security number; medical record number; health plan beneficiary number; account number; certificate/license number; any vehicle or other device serial number; web URL; internet protocol (IP) address; finger or voice prints; photographic images; and any other unique identifying number, characteristic, or code.  Age and some geographic location information may be included in the de-identified information, but all dates directly related to the subject of the information must be removed or limited to the year, and zip codes must be removed or aggregated (in the form of most 3-digit zip codes) to include at least 20,000 people.  Extreme ages of 90 and over must be aggregated to a category of 90+ to avoid identification of very old individuals.  Other demographic information, such as gender, race, ethnicity, and marital status are not included in the list of identifiers that must be removed.
Disclosure – release, transfer, access to or provision of protected health information to a third party outside of UMMMC.
Institutional Review Board (IRB) - a committee formally designated by an institution to review research involving human subjects, and to protect the welfare of human subjects recruited to participate in biomedical or behavioral research.  The IRB approves the initiation of new research, conducts reviews of ongoing research, and approves an alteration or a waiver of the individual authorization.
Limited Data Set – protected health information that includes broad geographic information and dates (such as birth, death, admission, and discharge), but excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual: names, postal address information other than town or city, state, and zip code, telephone numbers, fax numbers, electronic mail addresses, social security numbers, medical record numbers, health plan beneficiary numbers, account numbers, certificate/license numbers, vehicle identifiers and serial numbers, including license plate numbers, device identifiers and serial numbers, web universal resource locators (URLs), internet protocol (IP) address numbers, biometric identifiers, including finger and voice prints, Full face photographic images and any comparable images.  A limited data set may be used or disclosed without authorization only for research, public health, or health care operations of another covered entity if it enters into a data use agreement with the limited data set recipient.
Office of Research (OOR) – located in the University of Massachusetts Medical School (UMMS) with responsibility over all research across our system, both school and hospital.  The OOR is the central administrative office for research policy and oversight, promoting a culture of excellence in research practice and regulatory compliance. The OOR serves as signature authority for all grants, contracts and related documents and assists faculty and clinical staff with technical, administrative and operational aspects related to research, both in basic science and clinical research at UMMS Worcester and UMMMC. 

Protected Health Information (PHI) – all individually identifiable health information created, transmitted, received or maintained by UMMMC.  This includes any information, including demographics, which identifies or could reasonably identify an individual, their health/condition, treatment or provision/payment for their health care.
Research - systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge.
Review Preparatory to Research – preliminary activities required to develop a research protocol and to determine whether a specific covered entity has protected health information of prospective research participants that would meet the eligibility criteria for enrollment into a research study.
UMMMC - UMass Memorial Medical Center.  Properties owned or leased by UMass Memorial Medical Center and operating under the license of UMMMC (including University, Memorial and Hahnemann campuses).
Workforce – all employees, contractors, volunteers, trainees (including medical students, interns, residents, allied health professional and business students), members of the medical staff including employed and private physicians, temporary employees, and other persons employed, credentialed or under the control of UMass Memorial Medical Center whether or not they are paid by the medical center.


V. PROCEDURE:

	There are four situations when protected health information may be accessed by, or disclosed to, a researcher or research team.  No protected health information (PHI) may be accessed by, or disclosed to, a researcher or research team except in these limited circumstances:

· Reviews Preparatory to Research

· Research on Decedent Information

· Research conducted pursuant IRB Waiver of Authorization 

· Research conducted pursuant to patient Authorization. 

The Office of Research must approve of reviews preparatory to research where study feasibility is being investigated and protected health information does not leave the medical center without approval.  The Institutional Review Board (IRB) chair or designee must acknowledge research requests on decedent information.  The IRB must approve all other research studies.  

Requests for PHI from UMMMC should be directed to Health Information Management, or the IS Intake Office (electronic PHI).  The researcher must present appropriate attestation and/or IRB documentation, as noted below, before accessing or receiving PHI.
Researchers must also complete an Accounting of Research Disclosures form, which allows UMMMC to comply with a patient’s right to an accounting of disclosures, for each record accessed unless:

· The patient has signed an authorization form, or

· The disclosure involves only de-identified data, or

· The disclosure involves only a limited data set and University of Massachusetts Medical School has executed a Data Use Agreement with UMMMC, or

· The number of records disclosed to the researcher is greater than 200 and both the Office of Research and the UMMMC Director of Health Information Management approve a study summary.  The summary must include the name of the protocol or research activity, a description of the purpose of the activity, criteria for record selection, description of PHI required, timeframe of the study, and the name, address, and phone number of the research sponsor.  Researchers should contact the UMMS Office of Compliance and Review to obtain the study summary form.  The study summary is submitted to and kept on file in the UMMS Office of Compliance and Review.  The summary is provided to patients who request an accounting of their PHI and who may have been involved in the study.

1. Review Preparatory to Research

· The Office of Research must approve the data collection for review preparatory to research.

· The researcher must be a faculty member at the medical school or a designee of a faculty member.

· To access records other than his/her own patient records, the researcher must provide documentation attesting that the PHI is sought solely to prepare a research protocol, no PHI including photocopies will be removed from the medical center in the course of the review, and the PHI is necessary for research purposes.  This form is available from the Office of Research.

· Patient authorization is not required.  

· The researcher must complete an Accounting of Research Disclosures form for each record accessed unless the information accessed or disclosed is (a) a limited data set with an executed Data Use Agreement, (b) de-identified as defined previously, or (c) approved for a study summary by the Office of Research and Health Information Management.

2. Decedent Research

· The IRB chair or designee must acknowledge the research request with a signed letter.

· The researcher must provide UMMMC with the signed “Letter” representing that PHI is sought solely for research on decedents and that the PHI is necessary for research purposes.
· The researcher must complete an Accounting of Research Disclosures form for each record accessed unless the information accessed or disclosed is (a) a limited data set with an executed Data Use Agreement, (b) de-identified as defined previously, or (c) approved for a study summary by the Office of Research and Health Information Management.

3. Patient authorization is waived by the IRB based on strict criteria to ensure data protection

· The IRB must approve the research.

· The IRB must issue a “Waiver of Authorization” form including identification of the IRB, the date the waiver was approved, a statement that the waiver satisfies required criteria, a description of PHI needed, and a statement indicating whether the waiver was approved under full, expedited, or exempt review.  The IRB chair or designee must sign the form.

· The researcher must complete an Accounting of Research Disclosures form for each record accessed unless the information accessed or disclosed is (a) a limited data set with an executed Data Use Agreement, (b) de-identified as defined previously, or (c) approved for a study summary by the Office of Research and Health Information Management.

4. Patient authorization is required to participate in the study

 The IRB must approve the research.
 The chair or designee must sign the IRB approval form.
 Since the patient must sign an authorization to participate in the study itself, this disclosure does not have to be captured in the patient’s request for accounting.
 If the patient agrees NOT to access research-related treatment records during the course of the study, the researcher must agree to notify Health Information Management by forwarding the original authorization.

The following table summarizes the requirements.



	Research Disclosures: Summary Table
Research Type

IRB Approval Required?

Documentation

Required

Patient Authorization Required?

Capture in

Accounting?

Preparatory

No, but the data collection for review preparatory to research must be approved by Office of Research

 Office of Research approval form

 Researcher is a faculty member at the medical school or a designee

 PHI is sought solely to prepare a research protocol

 No PHI will be removed from the medical center in the course of the review

 The PHI is necessary for research purposes 

No

Yes, unless 

· Limited data set with an executed 
Data Use Agreement or,

· De-identified data or,

· Approved for study summary*
(200+ records).  

* For study summary, researcher to   provide:

· The name of the protocol or research activity

· A description of the purpose of the activity

· Criteria for record selection

· Description of PHI required

· Timeframe of the study

· Name, address, phone number of sponsor

Decedent

No, but the request for data must be acknowledged by the IRB chair or designee
· Letter, signed by IRB chair or designee

 PHI is sought solely for research on decedents

 PHI is necessary for research purposes

No

Yes, unless 

· Limited data set with an executed 
Data Use Agreement or,

· De-identified data or,

· Approved for study summary 
(200+ records).  

Authorization Waived

Yes

· IRB Waiver of Authorization form, signed by chair or designee

 Identification of IRB and date waiver approved

 Statement that waiver satisfies required criteria 

 Description of PHI needed

 Statement that waiver was approved under full,  expedited, or exempt review

No

Yes, unless 

· Limited data set with an executed 
Data Use Agreement or,

· De-identified data or,

· Approved for study summary 
(200+ records).  

Requires Patient Authorization

Yes

· IRB form, signed by chair or designee.  

· Notification if patient has agreed not to access treatment records during the course of the study

Yes;
HIPAA -compliant authorization may be combined with consent

No




VI. RESCISSION:
	This policy rescinds #1097, titled “Research Disclosures”, dated 8/2/04 and becomes effective upon issuance.


VII. MONITORING:

	The Privacy & Information Security Offices are responsible for monitoring compliance with this policy.
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